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Why not always send data to the cloud?

Three real-world constraints

• Privacy & Data sovereignty (sensitive data
remain on premises)

• Bandwidth costs (intermittent, constrained
uplinks)

• Operational latency (faster local reactions)

Key idea
Train models where data are born and exchange
only updates.

Edge devices

Policies

Local training

Updates only
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What is Federated Learning (FL)

High-level definition
A central server orchestrates multiple clients that:

1. train the model locally
2. send updates (weights/gradients)
3. receive an aggregated model

• Different from centralized training: data never
leave devices

• Complementary to edge inference

Coordination Server

Client A
(Linux SBC)

Client B
(Laptop)

Client C
(Edge)

model t

update
t

modelt
updatet

modeltupdatet
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Federated Learning: Horizontal vs Vertical vs Transfer

Taxonomy

• Horizontal FL (HFL) — same feature space, different
users/rows.
Ex: two hospitals share the EHR schema, different patients.

• Vertical FL (VFL) — same users/IDs, different feature
spaces/columns.
Ex: bank + telco, same customers, distinct attributes.

• Transfer FL (T-FL) — different users and features; transfer via
pretrain/KD/adapters.
Ex: image source → sensor target with little/no overlap.

Operational notes

• HFL: FedAvg-like aggregation; no ID join.
• VFL: privacy-preserving ID alignment & feature fusion.
• T-FL: pretrain on source, adapt on target (KD/LoRA/heads).

HFL (same features)

Server

Client A
feat={x1,x2}

Client B
feat={x1,x2}

VFL (same IDs)

Server

Party A
ID={u}, feat={a}

Party B
ID={u}, feat={b}

T-FL (transfer)

Server

Source
users S, feat S

Target
users T, feat T
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Horizontal vs Vertical vs Transfer — toy datasets

HFL — same features
A f1 f2 y

u101 0.2 3.1 0
u102 0.5 2.7 1
u103 0.4 3.5 0

B f1 f2 y

u201 0.3 3.2 1
u202 0.6 2.4 0
u203 0.7 2.9 1

VFL — same IDs
Party A

ID a1 a2

u301 1.2 0.4
u302 0.9 0.7
u303 1.1 0.5

Party B

ID b1 b2

u301 3.4 5.1
u302 2.8 4.7
u303 3.0 5.0

T-FL — transfer
Source A s1 s2 y

s401 0.1 7.1 0
s402 0.3 6.8 1
s403 0.5 6.5 1

Target B t1 t2

t501 2.4 0.9
t502 2.1 1.2
t503 2.0 1.1

Legend: HFL = rows differ; VFL = IDs match, columns differ; T-FL = transfer across users/features
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Federated Learning: key challenges (compact)

Illustration of clients, server, and
noisy/robust updates

Data & learning

• Non-IID & drift: label/feature/quantity skew; changes over time.
• Personalization vs global: align local and global objectives.
• Sound evaluation: per-client metrics, reproducibility.

Systems, privacy & ops

• Multi-round cost: latency, bandwidth, stragglers/partial
participation.

• On-device limits: CPU/GPU, RAM/energy; heterogeneous
HW/OS.

• Privacy leakage: gradient/weight inversion, membership inference.
• Attacks: poisoning/backdoors, Sybil; need robust aggregation.
• Trade-offs & governance: DP noise vs utility, SA/HE overheads;

observability, GDPR/residency.
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Why Open Source & Linux-centric

Values

• Auditability: inspectable code (security &
trust)

• Reproducibility: repeatable experiments
• Portability: x86/ARM, containers,

Kubernetes
• No lock-in: open standards, freedom to

fork

Public repo

CI & tests

Security
scan

Packages / Artifacts

Registry

Linux fleet

Docs
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FOSS for Federated Learning: practical advantages
Aspect Free/Open-Source (Linux/Flower) Proprietary Platform

Auditability that matters Code and update handling are inspectable; real

risk reviews ✓
Black-box paths; trust delegated; limited
evidence ×

Cost control & exit No per-device licenses; self-hosting; easy to

migrate/fork ✓
Per-node/user fees; contract lock-in; exit is
costly ×

Data locality & compliance Self-managed deployment; data stay

on-prem/country ✓
SaaS regions/metadata constraints; opaque
paths ×

Heterogeneous hardware Runs the same on x86/ARM, containers, K8s;

SBC → DC ✓
SDK/runtime limits; ARM often second-class
×

Extensibility you’ll use Plug DP/SA/HE; custom strategies/filters;

quick patches ✓
Features gated/paywalled; slow vendor
roadmap ×

Observability & debugging Prometheus/Logs/tracing; reproduce issues

anywhere ✓
Closed telemetry; hard to extract signals ×

Offline/edge reality Works with flaky links; simulate many clients

locally ✓
Tied to cloud control plane; poor offline story
×

DP=Differential Privacy, SA=Secure Aggregation, HE=Homomorphic Encryption

8/20



Flower vs Proprietary & Other OSS

Flower
Framework-agnostic FL

• Multi-framework:
PyTorch/TF/JAX

• Minimal API: NumPyClient,
Strategy

• Edge-first: simulate →
edge/K8s

• Privacy-ready: DP/LDP, SA
hooks

Area Proprietary
FL

Other OSS
(TFF/FedM-
L/OpenFL. . . )

Flower
(FOSS)

Setup & learning curve Vendor SDKs;
steep

Academic/verbose
APIs

In minutes:
NumPyClient,
Strategy

Framework support Tied to
runtime/stack

Often
single-stack

Multi-
framework:
PyTorch/TF/-
JAX

Deploy (edge ↔ DC) Cloud
control-plane
bias

Good for
research;
production
gap

Local sim →
edge/K8s,
same code

Privacy & robustness Opaque/limited Variable focus
(HE/SMPC)

Pluggable:
DP/LDP, SA,
robust rules

Heterogeneous HW Licenses/regions;
ARM
second-class

Mixed support x86/ARM,
Docker/K8s,
SBC → DC

DP = Differential Privacy, LDP = Local DP, SA = Secure Aggregation
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Flower in 5 minutes — Server

Pillars

• Framework-agnostic: PyTorch/TF/JAX
• Simple client/server APIs
• Extensible strategies

• Built-ins: FedAvg, FedProx, etc.
• Runs on: bare metal, Docker, K8s

import flwr as fl

strategy = fl.server.strategy.FedAvg(
min_fit_clients=2, min_available_clients
=2

)
fl.server.start_server(

server_address="0.0.0.0:8080",
strategy=strategy,
config=fl.server.ServerConfig(num_rounds
=5)

)

Listing 1: Minimal Flower server (FedAvg)
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Live Demo: “FL in your pocket” — Client (Part 1/2)

import flwr as fl, torch

class Client(fl.client.NumPyClient):
def get_parameters(self, cfg):

return [p.detach().cpu().numpy()
for p in model.parameters()]

def fit(self, params, cfg):
for p, npv in zip(model.parameters(), params):

p.data = torch.tensor(npv)
train_one_epoch(model, loader, device)
return self.get_parameters({}), len(loader.

dataset), {}

Listing 2: Client — init, params, fit

Round t

Sync & fit

Local metrics
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Live Demo: “FL in your pocket” — Client (Part 2/2)

def evaluate(self, params, cfg):
for p, npv in zip(model.parameters(), params):

p.data = torch.tensor(npv)
loss, acc = evaluate(model, val_loader, device)
return float(loss), len(val_loader.dataset), {"acc":
float(acc)}

fl.client.start_numpy_client("SERVER_IP:8080", Client())

Listing 3: Client — evaluate, run

Fallback plan
Simulated clients on a single
machine (–num_clients).
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Contributing to the ecosystem (licenses & community)

Area High-impact contributions

Packaging Multi-arch Dockerfiles, Helm charts,
systemd units

CI & QA GitHub Actions, ARM integration tests
Strategies Robust aggregation, FedProx variants
Observability Structured logging, Prometheus ex-

porters
Docs & DevRel Tutorials, examples, quickstarts for

SBCs

Good first issue

Small PR + tests

Docs snippet
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Privacy in Federated Learning

Differential Privacy (DP)

• Local DP: noise on client before sending (privacy↑,
utility↓).

• Central DP: noise on server after aggregation (utility↑,
needs trust/SA/HE).

Protecting updates

• Secure Aggregation (SA): additive masks → server sees
only the sum.

• Homomorphic Encryption (HE): add/aggregate on
encrypted vectors (Paillier/CKKS) —
CPU/latency/bandwidth↑.

Client

clip

+ noise (LDP)

mask / HE

send Server

aggregate

+ noise (CDP)

model t+1
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Robustness & How it’s done in Flower

Robustness tools

• Gradient clipping & outlier filters.

• Robust aggregation: median, trimmed mean, Krum.

• Heterogeneity: sampling, timeouts, data-weighted
updates.

Where to plug in Flower

• Client (fit/evaluate): clip → local DP → SA/HE
before returning updates.

• Server / Strategy (aggregate_fit): robust rule →
central DP → model update (optional
unmask/decrypt).

Client A

clip → LDP → SA/HE

Client B

clip → LDP → SA/HE

Server / Strategy

robust aggregation

+ noise (CDP)

model t+1
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Key messages & research landscape

Key messages
Local data

privacy, compliance, cost
Simple orchestration

Flower lowers time-to-FL
Free software

autonomy, community, reuse

Key takeaways so far

FL mental model
local-only data; send updates

Flower minimal API
fit/evaluate, Strategy, start_server/client

Open Source & Linux
portability, reproducibility, no lock

Privacy & robustness
LDP/CDP, SA, HE; robust rules

Live demo recap
hetero clients; rounds ↑ accuracy

Ops quick tips
venv; –num_clients
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FL future directions — roadmap (6–36 months)

near term (6–12 mo) ↑ | longer term (18–36 mo) ↓

al
go

rit
hm

s
&

m
od

el
s
←

vs
sy

st
em

s
&

op
s
→

Algorithms & Personalization Systems & Ops

Privacy & Trust Scale & Efficiency

Personalization at the edge
LoRA/PEFT on-device; retrieval-
augmented FL;
one/few-shot global rounds

Async & observability
roundless/async coordination;
energy/network-aware schedulers;
metrics, tracing, CI for FL

Composed privacy pipelines
LDP + secure aggregation + CDP; HE
for partial sums;
formal audits & threat models

Decentralized & incentive-ready
P2P/gossip training; blockchain for
rewards/audit;
market-based scheduling; ultra-
sparse/quantized updates
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Our contributions

FedBGS
Blockchain + Segmented Gossip FL

LECs & FL + ZKPs
Forecasting with verifiable privacy

GH–OFL Family
One-shot FL from client global stats

Code, artifacts, and extended results available upon request.
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Q&A

Thank you!
fabio.turazza@unimore.it | @fabio_turazza |

linkedin.com/in/fabio-turazza-344521319
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Appendix (quick setup)

Server
python -m venv .venv && source .venv/bin/

activate
pip install flwr torch torchvision
python server.py

Client
source .venv/bin/activate
python client.py --data ./local_dataset

20/20


