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Domanda semplice: cosa fa questo codice?

int main(int argc, char **argv)

{

volatile int modified;

char buffer[64];

modified = 0;

gets(buffer);
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Domanda semplice: cosa fa questo codice?
Espone una vulnerabilita

Stack area

int main(int argc, char **argv)
{
volatile int modified;

char buffer[64];

modified = 0;

gets(buffer);
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Domanda semplice: cosa fa questo codice?
Espone una vulnerabilita

Stack area

Oxbffff7de (argc argv):
int main(int argc, char **argv)

{
volatile int modified;

char buffer[64];

modified = 0;

gets(buffer);
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Domanda semplice: cosa fa questo codice?
Espone una vulnerabilita

Stack area

Oxbffff7de (argc argv):
int main(int argc, char **argv)

{

volatile int modified;

oxbffff7cc (Seip):

char buffer[64];

modified = 0;
gets(buffer);
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Domanda semplice: cosa fa questo codice?
Espone una vulnerabilita

Stack area

Oxbffff7de (argc argv):
int main(int argc, char **argv)

{

volatile int modified;

oxbffff7cc (Seip):

Oxbffff7c8 (Sebp):

char buffer[64];

modified = 0;

gets(buffer);
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Domanda semplice: cosa fa questo codice?
Espone una vulnerabilita

Stack area

Oxbffff7de (argc argv):

int main(int argc, char **argv)
oxbffff7cc (Seip):

{
volatile int modified: exbffff7c8 (Sebp):
char buffer[64]; locals (Sebp-4):
(Sebp-68) :
modified = 0;
gets(buffer);
}
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Domanda semplice: cosa fa questo codice?
Espone una vulnerabilita

Stack area

Oxbffff7de (argc argv):
int main(int argc, char **argv)

{

oxbffff7cc (Seip):

Oxbffff7c8 (Sebp):

volatile int modified;

locals (Sebp-4):

char buffer[64];

modified = 0;

gets(buffer);
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Caso studio: IP Camera \
Tenda CP3
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Caso studio: IP Camera Tenda CP3

Analisi di sicurezza della telecamera

|[HW/] Trovare interfacce sulla videocamera

|HW] Ottenere quante pit informazioni dalla camera
[HW!] (Se possibile) acquisire firmware

[SW] Analizzare servizi aperti

[SW] Definire exploit

[SW] Elevazione di privilegi

ok bR

A.C.E.S
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Caso Studio; IP Camera Tenda CP3

AcES 1951 f' ';"? % lB EB %ﬂ
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minicom bootlog

ROM: Use nor flash.

U-Boot 2010.06-dirty (Sep 07 2021 - 16:46:09)
DRAM: 64 MiB

Press 'E' to stop autoboot

verify flash image 0K

load kernel 0x00050000(0x002e0000) to 0xalOBEO00
## Booting kernel from Legacy Image at al000000 .

Image Name: Linux-3.0.8

Created: 2021-09-07 8:49:48 UTC

Image Type: ARM Linux Kernel Image (uncompressed)
0K

Caso Studio: IP Camera Tenda CP3

minicom bootlog

6 cmdlinepart partitions found on MTD device spi_flash
Creating 6 MTD partitions on "sp1 flash":
0x000000000000-0x000000010000 : "bootstrap"
0x000000010000-0x000000020000 : "uboot-env"
0x000000020000-0x000000050000 : "uboot"
0x000000050000-0x000000350000 : "kernel"
0x000000350000-0x0000003d0EEO : "data"
0x0000003d0000-0x000COO800E00 : "app"

Please press Enter to activate this console.
(none) login:

Linux Day 2023 - FUM - 28 ottobre 2023



Caso Studio: IP Camera Tenda CP3

« 0l L
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Caso Studio: IP Camera Tenda CP3

super_secure_script.sh

if [ -d /mnt/sd/upgrade ] ; then

if [ -f /mnt/sd/upgrade/img_up 1 ; then
cp /mnt/sd/upgrade/img_up /home/
chmod +x /home/img_up

Fi

if [ -f /mnt/sd/upgrade/iu.sh 1 ; then
cp /mnt/sd/upgrade/iu.sh /home/

elif [ -f /usr/bin/iu.sh ] ; then
cp /usr/bin/iu.sh /home/

elif [ -f $cur_dir/iu.sh ] ; then
cp $cur_dir/iu.sh /home/

1

if [ -f /home/iu.sh 1 ; then
chmod +x /home/iu.sh
/home/iu.sh -s

Fi

m rm -f /home/iu.sh
.‘ rm -f /home/iu_s.sh
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Caso Studio: IP Camera Tenda CP3 CVE®

CVE-2023-30351 Remote access via hard-coded credentials

CVE-2023-30352 RTSP feed access via hard-coded credentials 9.8 CRITICAL
CVE-2023-30353 Unauthenticated RCE 9.8 CRITICAL
CVE-2023-30354 Physical access and WiFi credentials disclosure 9.8 CRITICAL

CVE-2023-30356 Missing support for Integrity Check

% https://github.com/SECloudUNIMORE/ACES/tree/master/Tenda

LS
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Case Study: Automotive
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(very old) PoC: Denial of Service

Linux Day 2023 - FUM - 28 ottobre 2023


https://docs.google.com/file/d/1_D6b7FgD-cTu-jnT4lvY7GTWv9JGfBF7/preview

(very old) PoC: ECU Spoofing
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https://docs.google.com/file/d/1hmph0ZGuDfDye4fLljwYmXX6SqEWiXb3/preview
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2: Terminal »

vim script.sh
./script.sh

vim script.sh
.Jscript.sh

vim script.sh
./script.sh

vim script.sh
./script.sh

./script.sh

vim script.sh
/script.sh

.Jscript.sh
./script.sh
cansend can® 1E0818

cansend can® 1E1841
/script.sh


https://docs.google.com/file/d/1M8G_KOqrCAk8nckO05dR2WsAJXMTfrnV/preview



https://docs.google.com/file/d/1lhjlUBucvFbBM1is1pHUr_oTVvkoLxEa/preview
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https://docs.google.com/file/d/14uhhED2EtTPpnk4ZyhLvhgiX2FNhBmJp/preview



https://docs.google.com/file/d/1RL-P4Niro2nCnETVhc_4uwei6d4s_Y7q/preview



https://docs.google.com/file/d/1qbsU-6dhctbUOoumZQ1PrN31X-5GnJso/preview

Privacy nel sistemi automotive
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Privacy nel sistemi automotive
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