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Domanda semplice: cosa fa questo codice?

int main(int argc, char **argv)

{

  volatile int modified;

  char buffer[64];

  modified = 0;

  gets(buffer);

}
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Domanda semplice: cosa fa questo codice?
Espone una vulnerabilità
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Stack area
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Stack area

0x00000001 0xbffff8740xbffff7d0 (argc argv):
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Stack area

0x00000001 0xbffff874

0xb7eadc76

0xbffff7d0 (argc argv):

0xbffff7cc ($eip):
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Stack area

0x00000001 0xbffff874

0xb7eadc76

0xbffff848

0xbffff7d0 (argc argv):

0xbffff7cc ($eip):
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Stack area

0x00000001 0xbffff874

0xb7eadc76

0xbffff848

0x00000000

0x08048450 … 0x08049620

0xbffff7d0 (argc argv):

0xbffff7cc ($eip):

0xbffff7c8 ($ebp):

locals ($ebp-4):

($ebp-68): 
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Caso studio: IP Camera 
Tenda CP3
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Analisi di sicurezza della telecamera

1. [HW] Trovare interfacce sulla videocamera

2. [HW] Ottenere quante più informazioni dalla camera

3. [HW] (Se possibile) acquisire firmware 

4. [SW] Analizzare servizi aperti

5. [SW] Definire exploit

6. [SW] Elevazione di privilegi

Caso studio: IP Camera Tenda CP3
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Caso Studio: IP Camera Tenda CP3
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Caso Studio: IP Camera Tenda CP3
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Caso Studio: IP Camera Tenda CP3
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Caso Studio: IP Camera Tenda CP3

https://github.com/SECloudUNIMORE/ACES/tree/master/Tenda

CVE ID Nome CVSS

CVE-2023-30351 Remote access via hard-coded credentials 7.5 HIGH

CVE-2023-30352 RTSP feed access via hard-coded credentials 9.8 CRITICAL

CVE-2023-30353 Unauthenticated RCE 9.8 CRITICAL

CVE-2023-30354 Physical access and WiFi credentials disclosure 9.8 CRITICAL

CVE-2023-30356 Missing support for Integrity Check 7.5 HIGH



Case Study: Automotive
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(very old) PoC: Denial of Service

https://docs.google.com/file/d/1_D6b7FgD-cTu-jnT4lvY7GTWv9JGfBF7/preview
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(very old) PoC: ECU Spoofing

https://docs.google.com/file/d/1hmph0ZGuDfDye4fLljwYmXX6SqEWiXb3/preview
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PoC: Car Pwn

https://docs.google.com/file/d/1M8G_KOqrCAk8nckO05dR2WsAJXMTfrnV/preview
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PoC: Car Pwn v2

https://docs.google.com/file/d/1lhjlUBucvFbBM1is1pHUr_oTVvkoLxEa/preview
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PoC: Key Fob bypass

https://docs.google.com/file/d/14uhhED2EtTPpnk4ZyhLvhgiX2FNhBmJp/preview
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https://docs.google.com/file/d/1RL-P4Niro2nCnETVhc_4uwei6d4s_Y7q/preview
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https://docs.google.com/file/d/1qbsU-6dhctbUOoumZQ1PrN31X-5GnJso/preview
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Privacy nei sistemi automotive
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Privacy nei sistemi automotive


